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A crucial component of cryptographic systems

| Typical use cases

I' Key generation;
I Initialization vector;
I Counter measure against side-channel attacks.

| Security relevance : impacts performance of the whole system

I' Key must be generated as often as needed;
I Unpredictable and non reproducible process;
I From a physical randomness source (thermal noise, icker noise,...).
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A crucial component of cryptographic systems

| Typical use cases

I' Key generation;
I Initialization vector;
I Counter measure against side-channel attacks.

| Security relevance : impacts performance of the whole system

I' Key must be generated as often as needed;
I Unpredictable and non reproducible process;
I From a physical randomness source (thermal noise, icker noise,...).

I Need to generate securely unpredictable high-quality truly random numbers.
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Implementation of random number generators

| Physical random number generators depend on the chosen underlying technology
I' Impossible to establish a standard generator
| Two standard approaches are recognized worldwide, with some di erences:

I NIST SP 800-90B (USA);
I AIS 20/31 from German BSI (Europe).

| Both standards require a "white box' understanding of the source of randomness.J

Basic characteristics of the BSI approach

| Requirements depending on targeted security level, e.g. for typical TRNGs:
I' Speci c classes for physical true random number generators;
I Level PTG.2 { requires minimal rate of entropy, dedicated embedded tests;
I' Level PTG.3 { additional cryptographic post-processing (hybrid TRNG).
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Main challenges related to the BSI approach

| Entropy rate requirements derived from a theoretical study
I Stochastic model of the TRNG
| Model and tests must be based on same measurable parameters

Evolution of AIS 20/31
| Several updates since 2001, with increasing requirements;
| A draft version of the third AIS 20/31 standard is now available:
I More stringent security requirements, e.g.:
& Generated numbers must be (time-locally) stationary distributed
. Entropy requirements: H; > 0:9998 ? and/or H4 > 0:98
I' Three examples of stochastic models are given:
. PTRNG using Zener diodes (needs mixed signal technology)
. PTRNG using radioactive decay (needs radioactive material)
. PTRNG using PLLs (feasible in digital technology)

Binstead of Hy > 0:097
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New PLL-TRNG
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Jitter accumulation Increasing time resolution

ex: coherent sampling

ex: free-running oscillators




New PLL-TRNG Stochastic model Tests Conclusions Futur

e
Coherent sampling: sampling clock and sampled clock frequencies are ratione
related.

Example: 1o = I (Tp=5 To=7 Ti)

" Ty 5
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e
Coherent sampling: sampling clock and sampled clock frequencies are ratione
related.

Example: 2= [ (Tp=5 To=7 Ti)

Simple reordering of samples to reconstruct the sampled period: 7 mod 5 =

T1

Arti cially high sampling resolution: = 3.
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PLLs (phase-locked loop) generate clock signals with chosen frequency
fout = fin%;

Jitter accumulates to a bounded value.
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New PLL-TRNG S

PLLs (phase-locked loop) generate clock signals with chosen frequency
four = fin%;
Jitter accumulates to a bounded value.
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New PLL-TRNG

The rst version of the PLL-TRNG published in 2002*;
The stochastic model published in 20102

Embedded tests published in 2019%;

PLL setup optimization published in 2018* and 2020°;

Assessment of the stochastic model hypotheses following the request of BSI in
2023°.

1V. Fischer, M. Drutarovsky, True Random Number Generator Embedded in Reconfigurable Hardware, CHES 2002

2F. Bernard, V. Fischer and B. Valtchanov, Mathematical Model of Physical RNGs Based on Coherent Sampling, Tatra
Mountains, Mathematical Publications, 2010

3V. Fischer, F. Bernard, and N. Bochard, Modern random number generator design — Case study on a secured
PLL-based TRNG, it — Information Technology, January 2019

4E.N. Allini, O. Petura, V. Fischer, and F. Bernard, Optimization of the PLL configuration in a PLL-based TRNG design.
DATE 2018

5B. Colombier, N. Bochard, F. Bernard, and L. Bossuet, Backtracking Search for Optimal Parameters of a PLL-based
True Random Number Generator, DATE 2020

6V. Fischer, F. Bernard, N. Bochard, Q. Dallison, and M. Sk “orski, Enhancing Quality and Security of the PLL-TRNG,
CHES 2023
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New PLL-TRNG
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Main ideas

| Coherent sampling of a jittered PLL;
| Use of an m-bit time-to-digital converter (TDC) as entropy collector:
I Counts the number of 1’s during each pattern.

| Dedicated embedded security measures:

I Tests use m-bit counter values for increased sensitivity and speed;
I Output security FIFO to account for the latency of the Total Failure test.
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Stochastic model

Entropy rate (H) and thresholds

| Stochastic model should give H =
f(Toise pf;ameteij?'RNG p{a7rameter?)

fin:Km:Kp: 70

V. Fischer, F. Bernard, N. Bochard, Q. Dallison, M. Skérski New AIS 31 compliant PLL-TRNG



Stochastic model

Entropy rate (H) and thresholds

| Stochastic model should give H =
f(T0|se pf;ametef j'II'RNG p{a7rameter?)
fin:Km:Kp: 70
| Entropy threshold Hmin H

I Minimum entropy tolerated;
I Su cient entropy is achieved Humir------ :
when > iy given by the |
|
|
|

model.

V. Fischer, F. Bernard, N. Bochard, Q. Dallison, M. Skérski New AIS 31 compliant PLL-TRNG



Stochastic model

Entropy rate (H) and thresholds

| Stochastic model should give H =
f(Toise pf;ameteij?'RNG p{a7rameter?)

finiKm:Kp: 170
| Entropy threshold Hmin H
I Minimum entropy tolerated;
I Su cient entropy is achieved Hmi
when > i given by the
model.

| Online test(s) check a metric

against a threshold based on  min:

oT( )< ?lgzm} D alarm
threshold )
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Stochastic model

Model construction
I Compute the probability Pr(X; = 1) for each sampled bit X;

1

b V|
| Compute the probability Pr(Bout = 1) where Bout := X; is the TRNG output

j=0
y
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Stochastic model

Model construction

I Compute the probability Pr(X; = 1) for each sampled bit X;
1

I Compute the probability Pr(Bout = 1) where Boyt := X; is the TRNG output
j=0

V.
Model application

| Compute a lower bound for the entropy rate of Boy: in the worst case.

| Use this lower bound to setup online tests and their thresholds to ensure the
required Hmin.
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Stochastic model

Sampled bits X;

PLLs naturally Iter out correlated noise.
We consider only thermal noise, all
samples follow the same gaussian process.
Forj in JO;Kp 1K, pj =

T 7 Jio4q Tn 7
where is the CDF for a Gaussian
distribution.
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Stochastic model

Sampled bits X;

PLLs naturally Iter out correlated noise.
We consider only thermal noise, all
samples follow the same gaussian process.
Forj in JO;Kp 1K, pj =

T 7 i +1
where is the CDF for a Gaussian
distribution.

T1 7

TRNG output Boy: (Assuming independence of bits)
bV Kpy 1

(Davies’ formula)
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New PLL-TRNG Stochastic model Tests Conclusions Futur

General case with := Pr(X; =1), := Pr(Xz=1)and := Corr(Xs;X2):

Pr (X1 x2:1):% 2 1 1 P @ Hra )y @

Two conditions to consider the extra term P 1 ) (1 ) negligible:

The bit X; is almost always the same, i.eX; is NOT a contributor;
The correlation factor between contributors is very small.

We want to focus on con gurations where contributors are not correlated.
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Stochastic model

General case with := Pr(X; =1), := Pr(Xz=1)and := Corr(Xs;X2):

1 1 1 P
Pr(Xy Xo=1)= = 2 = - @ Hya )y @
Two conditions to consider the extra term P 1 ) (1 ) negligible:

The bit X; is almost always the same, i.eX; is NOT a contributor;
The correlation factor between contributors is very small.

We want to focus on con gurations where contributors are not correlated.

' M
X > H@_ XA = f(|{z} J[m,_K{l%iti, li_'{z_? )

2 S i
! noise  tunable unknown
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Stochastic model

Contributors and time distances

G365 1 LLLLLLL T GEs
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Stochastic model

Adjacent bits (index j) in the reconstructed period are not adjacent in time (index i):
j =i Km mod Kp.
Contributor: a sample X; where
0<Pr(X;=1)<1.

Idea: for a su ciently large distance
between contributors, they can be
supposed uncorrelated.
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Stochastic model

Adjacent bits (index j) in the reconstructed period are not adjacent in time (index i):
j =i Km mod Kp.
Contributor: a sample X; where
0<Pr(X;=1)<1.

Idea: for a su ciently large distance
between contributors, they can be
supposed uncorrelated.

A way to reduce correlations

We look for 'good’ Km, Kp to maximize
distances between all contributors.
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Stochastic model

v
Evolution of the jitter variance and of the reconstructed clock period during a
temperature variation®:

Conclusions:

Initial phase ”¢ and duty cycle are unpredictable and in uence the position of
contributors;

We need to consider the worst case to establish a meaningful threshold.

1Data and Python code available at the CHES'23 artifact page
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Stochastic model
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Stochastic model

Plotting f (  j Km;Kp; ; 7o) using the model

Fixed value for , ?( varies
| = selected randomly

worst case

Fixed value for 7o, varies
| 7o = selected randomly

I o = worst case
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Stochastic model

Plotting f ( j Km;Kp; ; ”0) using the model ( > min)

Fixed value for , ?( varies
| = selected randomly

worst case

Fixed value for 7o, varies
| 7o = selected randomly

I o = worst case
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Stochastic model

Lower bound for H(Bout)

U
™M i ; K 1
HBouwt) >H@ XA =1( jfin;Km;Kp; ;70)>f( jfini Ku;Kbp; ZDT;* )
i2sc |2Ke, 2}
worst case for , 7o

V.

Plot of entropy rates in the worst case as a function of { determination of min

Random (' ; 7o) always yields better performance than the worst case.

I
1.00
I

98

-~~~ H, (random)
Hy

0.96
]

Min-entropy per outbut bit
0.94
|

Shannon entropy per outbut bit
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]
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d : Oin =9.94 ps - ; Gmin = 10.26 ps.
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Stochastic model

Finding a satisfying con guration

An improved algorithm based on? to help the designer to de ne tunable parameters
(fin; Mi; Ni; Ci) to nd the best trade-o between security requirements and bit rate.
Constraints taken into account:

Ranges for fin; Mi; Ni; Ci depending on the allowed PLL parameters;
Bit rate and sensitivity to jitter;

New CHES’23 constraint: Suitable distances between contributors.

8B, Colombier et al., Backtracking Search for Optimal Parameters of a PLL-based True Random Number Generator,

DATE 2020
v

Statistical validation

We propose to use a statistical toolkit? to check the model assumptions:
| Stationarity before and after converter (using ADF and KPSS tests);
| Correlations before and after converter (using Ljung-Box test).

aS4 Seabold, J. Perktold, Statsmodels: Econometric and Statistical Modeling with Python, DATE 2010

.
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clkyoy) Sign-1) dff out
) Xig, m-bit cnt(0) " . X
PLL, | : clko DFF(s)| | DFF(s)| 5o {ime-to-digital S ey Raw digital noise
— |, converter
clkiy \ |

k clky Total failure test| Blarmy

(Runs’ Length)

Online test Alarm4M>
(Avar)

Embedded tests based on the counter values

T-base counter
4 (Kp~ To)

ent(m-1 ... 0) —
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T
Value of the TDC (number of 1s in one pattern period of Kp samples).

| Counters are easy to implement and convey more information than a single bit
(Bout)-

| Described by the random variable N, which follows a Poisson Binomial
distribution over the set (pj)izfo:kp 1]-

[ Var(Np) : easy to implement in hardware, gives information on

Online Test principle

o
&

| Model > min D (pj); D threshold Vinin i g
Kpgl > % o _{Vmin Evm}s: case)
I Var(Np) > P P> P P |
j=0 i2Sc L
e S R N
Vimin o Y Omin = 10.26ps
| Latency: 500 to 1000 patterns. o 5 1 1 2

jitter (ps)
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Goal of the test

Must react quickly and reliably in case of total loss of entropy.
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Goal of the test
Must react quickly and reliably in case of total loss of entropy.

Total Failure Test principle

Counts how many consecutive Np values are identical.

Compute the theoretical probability that | consecutive values of N, are identical:

Pr(N, = =N) 1 'y
o s k+05 E(Np) k 05 E(Np)
- Var(Np) Var(Np)
False alarm parameters | 1x per day  1x per week  1x per month
> 34758 > 3738 5 39749
Threshold Imin( ) 24 26 28
Latency (in s) 80.643 87.363 94.083
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Conclusions
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Conclusions

Signi cant features for the PLL-TRNG

| Stochastic model:
I validation of theoretical assumptions;
I Introduction of time distance between contributors D) possible to predict
con gurations that will strongly reduce correlations.

| Online tests:
I Entropy collection with a time-to-digital converter to convey more
information;
I New dedicated embedded tests more e cient than previous designs;

| All results observed in experiments across 3 FPGA families and 3 con gurations

per family. )

General ideas applicable to most TRNG designs

| Evaluating the randomness as close to the source as possible gives much more
information about the source itself.

| Evaluating the randomness using a multi-bit resolution gives more information
{ speci cally for online tests.
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